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s N THE 1983 FILM WAR GAMES,

a young hacker breaks into a military

supercomputer and, while using it to

run a nuclear war simulation, nearly
starts World War III. Although
entertaining, the plot was extremely
far-fetched at the time — but that

was before the Internet.

Today, with almost every computing
system connected to the World Wide
Web, keeping American defense net-
works safe from intrusion has become
avital part of the military’s mission. In
addition to the battlefields of land, sea,
air, and space, the military now must
stand ready to fight in a fifth domain:
cyberspace. The Navy was first out of
the gate in establishing a computer
security wing in 2006, but it never
became fully operational. In the face
of increasing cyberattacks by China,
however, it became obvious a unique
type of agency would be required to
combat the sophisticated and evolving
threats to the military network infra-

structure. In 2009, then-Secretary of
Defense Robert Gates directed the
commander of U.S. Strategic Com-
mand to establish U.S. Cyber Com-
mand (CYBERCOM). Its mission: to
defend DoD’s Information Network
(DoDIN), provide support to com-
batant commanders for execution of
their missions around the world, and
strengthen our nation’s ability to with-
stand and respond to cyberattack.
Gates, in a memo to DoD’s top
brass, said of the increasing threat,
“To address this risk effectively and
to secure freedom of action in cyber-
space, the Department of Defense
requires a command that possesses

the required technical capability and
remains focused on the integration of
cyberspace operations. Further, this
command must be capable of syn-
chronizing warfighting effects across
the global security environment, as
well as providing support to civil au-
thorities and international partners.”
For the new agency’s first director,
Gates recommended then-Lt. Gen.
Keith Alexander, USA, who was also
the director of the National Security
Agency (NSA) at the time.
CYBERCOM was stood up at
Fort Meade, Md., May 21, 2010, in a
small ceremony attended by Gates
and Army Gen. David Petraeus, then-
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commander of U.S. Central Command.
The new agency absorbed some other
commands, including Joint Task Force
— Global Network Operations and
Joint Functional Component Com-
mand — Network Warfare; their staffs
relocated to Fort Meade. The Defense
Information Systems Agency (DISA)
headquarters also moved to the base.
In April 2014, Adm. Michael S. Rogers,
USN, succeeded Alexander as head of
both CYBERCOM and the NSA.

A work in progress
As one of DoD’s newest commands,
CYBERCOM is still in the process of
implementing its Cyber Mission Force
(CMF) planning model, which will

be built over the next few years, ac-
cording to a command spokesperson.
There are three types of teams that
will comprise the CMF to work three
main mission areas: Defend the na-
tion, when directed by the president
(Cyber National Mission Force); sup-
port combatant commanders’ priori-
ties (Cyber Combat Mission Force);

(clockwise from above) Personnel of the 624th Operations Center
conduct operations in support of Air Forces Cyber. A program manager uses a
touch table designed by Plan X, a Defense Advanced Research Projects Agency
cyber warfare program. Adm. Michael Rogers, USN, right, accepts the Cyber
Command flag from Adm. Cecil Haney, USN, as Rogers assumes command.

and defend the DoD information
networks (Cyber Protection Teams).
While each force has a specific mis-
sion area (defend the nation to pro-
tect critical infrastructure; support
combatant commanders; defend the
DoDIN), integrated planning and co-
ordination goes through the CYBER-
COM headquarters to identify mission
gaps while helping to avoid unneces-
sary duplication of effort.

The agency has its work cut out for
it, as Director of National Intelligence
James Clapper told Congress in 2013
Speaking to the House Armed Ser-
vices Committee, Clapper noted the
threat of cyberattacks by foreign na-
tions could be an even greater danger
than that posed by global terrorism.
It’s not only military networks at risk,
said Clapper, but also the nation’s crit-
ical water, energy, financial, and infor-
mation infrastructure. Such an attack,
he said, could cripple our economy in
much the same way 9/11 did.

It’s hard to imagine a single hacker
or team of programmers could wreak
that kind of havoc, but it is becom-
ing more likely. In 2007, the Idaho
National Laboratory conducted a test
to point out weaknesses in America’s
electrical grid by changing the operat-
ing cycle of a power generator remote-



Cyber Command Center Last sign-in: & Uohn J. Monita

5

Complex Incidents National Gapital Region

Network Selector I Select From My Links ¥

View Complex Incident History Current Incidents: 7

Impact Incident 1D Incident Process Assigned Last Updated Incident Impact
* Level | * Type ‘ * Number ~ Date ~ Status * To * Update ~ By
Technical:
DNS/Phish Attack  DNSP-246 05 May 09 Pending Watcher. John 068 May 09  Watcher, John o 2 Servers, 6 routers down
Robot.txt Recon RTR- 458 04 May 08 In Pracess Seer, Jane 07 May 09 | Seer, Jane 5 Operational/Mission:
@ Golden Toothpick
Data Exfiltration DE-78 04 May 09  Informational = Roscoe, Bob 08 May 09 | Roscoe, Bob 1 Major Impact
Wi . ‘ o g . Peanut Day
nor Denial of Service DOS-459 03 May 09 = Pending Watcher, John 04 May 09 | Watcher, Jonhn Significant Impact
m Data Exfiltration DE-78 02 May 09  In Process Watcher, John 02 May 09 | Watcher, John * | Battle Damage Assessment

Contributing Events . Recommended Courses of Action National Capital Region B‘j
= F -
L}

Event | Category ‘ Location Time Stamp eSS

1 [
DNS Cache Poisoning
Event

13:12:34 E } Connecticut

23 Jan 09

Multiple outbound Security  Langley, VA 12:13:39
connections to hostile host R i 24 Jan 09

Email containing Poiscned | gagyrity Washington, DG 13:12:34

Security = Andrews, MD

DNS Cache entry 21.Jan 09
{ € Y 1
Event Info Source Info Destination Info Notes - ’," - :. Maryland
- . ¢ i
EVENT: ~ Potential DNS cache poisoning attempt g

~
Attention: |f you have determined that this event should be disassociated from |, i,
this Complex Incident, enter the reasens why and confirm, Andrews, d

<
~

" Districtlof
Columbia

Internal Incidents Being Monitored

Cyber Control System Increment-1, shown
as a mockup, will help Air Force officials provide
mission assurance to about 845,000 users.
(below) Cyber Flag 14-1 participants analyze an
exercise scenario at Nellis AFB, Nev.

Denial of Service . 33%
DNS Cache 22%
Phishing Attack [l 19%
Data Exfiltration =5 13%
Excessive IDS Im%
Other il 3%

- |l

ly by computer. The generator caught  control water, power, and other infra-

fire and was destroyed. Although structure elements. They can be lo-
attempts have been made to secure cated in remote areas and accessed by
critical elements of government and telecommunication links, which some
commercial infrastructure since then,  experts think makes them vulner-
many systems remain vulnerable. In able to cyberattack. In addition, many
FY 2013, the Government Account- use off-the-shelf software that can be

ability Office reported 46,160 cyberat-  modified by intruders.
tacks on federal agencies alone.

Some of the most vulnerable net- A covert invasion
works are the supervisory control and ~ While a physical full-scale attack is
data acquisition systems that often meant to create as much “shock and
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awe” as possible, a cyberattack is a si-
lent, insidious process designed to do
its work in secret. Often, the damage
is done before network administrators
realize it took place. And even though
computer attacks are becoming more
frequent, it’s still usually difficult to
determine the identity of the attacker.
Tn a recent attack thought to be the
work of a Russian hacker group, three
industrial control networks were in-
fected with malware that would have
allowed them to sabotage the systems
had the attack not been identified.
CYBERCOM'’s job is to prevent
these kinds of attacks on DoD net-
works, but that’s only part of its
mission; increasingly, its operatives
are going on the offensive. The same
vulnerabilities that can compromise
DoD systems exist on those of our
adversaries and can be exploited in
the same way. If an enemy’s missile
control system could be penetrated,
for example, the threat could be nul-
lified without firing a shot. To that
end, experts in “vulnerability discov-
ery” are currently in high demand at
CYBERCOM and the NSA.

A good offense
Their work is evident in initiatives
such as Operation Olympic Games,

a still-unacknowledged cyberattack
that allegedly planted a virus called
Stuxnet, which damaged centri-
fuges in Iran’s nuclear enrichment
facilities. While defending net-
works from cyberattack is still im-
portant, the concept of “cyberspace
superiority,” an edge that gives
warfighters key advantages in situ-
ational awareness and other areas,
is rising to the fore. Compromising
or destroying an enemy’s computer
and communication systems before
a U.S. offensive would give service-
members a big tactical advantage,
without risking lives.

One of the ways computer systems
can be compromised is by using “ze-
ro-day” exploits — flaws in a system’s
software that are as vet undiscov-
ered. Those chinks in a computer’s
armor allow CYBERCOM operators
to implant viruses and other bits of
malware that can take over a system
or render it inoperative. Understand-
ably, zero-day exploits are highly
sought after by DoD, especially when
they involve the computer systems of
our adversaries.

The Defense Advanced Research
Projects Agency (DARPA) is usu-
ally on the leading edge of new
military technology, and that’s true
in the case of cyberwar as well.

The agency’s Plan X, announced in
2012, aims to create revolutionary
technologies to enable the military
to more fully utilize cyberspace.
One part of the program involves
creating situational awareness tools
integrating physical and cyber ele-
ments on the battlefield and mak-
ing them available to commanders.
That way, a warfighter will know
not only where the enemy is and
what weapons they’re using but
also whether they’re communicat-
ing via cellphone or Wi-Fi — virtu-
ally “mapping” the digital battlefield
in cyberspace. DARPA will begin to
implement Plan X at DoD and
CYBERCOM in October 2017.

As traditional weapons increase in
capability and sophistication, so will
the weapons and tactics of cyberwar.
CYBERCOM will be at the forefront
on this newest battlefield. mo

— Mark Cantrell is a North Carolina-
based freelance writer. His last feature
article for Military Officer was “Camo-
flawed,” May 2014.

B G
Techniques

Hackers can disrupt and control
a remote computer system by
several methods.

m Distributed denial of service
attack: over a period of time,
infecting a large number of com-
puter systems with a virus that
enables them to seize control and
turn them into “zombie” systems.
At an arranged time, the control-
lers command the computers to all
access the same website at once,
making it inaccessible.

m Semantic attack: planting inac-
curate information into a computer
system so it seems to operate nor-
mally but produces false results.
The Israeli Air Force employed this
kind of attack in 2007, disrupting
the Syrian air defense system be-
fore making an air strike on a Syr-
ian nuclear facility.

= Syntactic attack: using malicious
software such as viruses, trojans,
and worms to infect a computer
system. These types of malware
replicate themselves inside a sys-
tem and easily can spread to other
computers attached to the network.
= Social engineering: tricking
people into compromising their
system's security — for example,
getting them to click on a Web
link that loads a virus or divulge
personal information through a
fraudulent website.




